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Abstract—The concept Web of Things (WoT) goes well beyond the empha-
sis on the Internet as a means of sharing data, instead of introducing all
resources and connections involving computers, data, and people to the Web. It,
therefore, focuses on a range of problems and opportunities, thus paving the
way for several exciting industries applications. In cryptography a range of
main characteristics of chaotic systems such as non-linearity, initial condition
sensitivity, and mixing properties are available. These characteristics provide an
essential connection between cryptography and chaos. GOST is the Russian
norm of encryption. GOST block cipher is based on secret key secrecy. Howev-
er, when the encryption process with the same key is used for plaintext, the
same cipher text is created. Message replication can be easily detected by an
adversary who is a bad link in every communication. In this paper, we propose
to use a 5d chaotic system combined with GOST block cipher to create a new
secure Web of Things (WoT) cryptography system. GOST is a symmetric block
cipher. It is the basis of most secure information systems in Russia. The 5D
chaotic system was used to generate chaotic random keys that used in the
GOST algorithm to provide security as a higher strength to increases randomly.
The National Institute of Standards and Technology (NIST) designed a set of
fifteen statistical tests and modifies key schedule as security operations.

Keywords—Web of Things (WoT), information security, cryptography, block
cipher, GOST algorithm, and chaotic system

1 Introduction

A variety of experiments have been carried out to discourage third entities from
accessing data through contact. In most technical approaches, flawless systems in
safety electronics are still not accomplished. There is always a possibility that third
entities will decode the data, even if the data is very well shielded. Different encryp-
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tion methodologies are introduced to mitigate this possibility. In recent years, quick
electronic technologies advances have led to more efficient data communication using
microcontroller and computer-based systems [1] [2]. Currently, it is remembered that
even effective encryption techniques may be exploited at a specified period. Modern
encryption studies illustrate that chaotic systems’ fundamental properties suggest a
high correlation among chaos and cryptology [3]. High-speed, distortional, reactive,
and aperiodic represented the characteristics of chaotic systems. There is a more per-
sonal point of view-based encryption for communications due to noise behavior and
strong dependency on initial conditions and parameters [4]. Encrypted data shows a
complex that is necessary for data to stay top-secret. In recent decades, researchers
have found a fascinating relationship between cryptography and chaos. According to
this, there are many properties of chaotic systems such as: ergodicity, sensitivity to
initial conditions, mixing properties, deterministic, ease of use dynamics and structur-
al complexity that are similar to confusion/diffusion with a simple shift in dynamics
plain text key / secret key [5]. The term “chaos” was first used in the cryptographic
field in 1989 when Matthews introduced chaos as a stream cipher on the basis of the
chaotic 1D method [6]. Chaotic systems have important features that ensure the
mechanism is extremely safe and resilient to cryptographic attacks. Due to their capa-
bility to attain diffusion-based confusion results, various chaos-based encryption algo-
rithms were investigated and implemented in any cryptosystem [7]. The aim of this
research in this paper, suggests a new WoT cryptography algorithm according to
GOST and novel 5d chaotic system. It can provide high security at a very fast encryp-
tion rate and can be easily implemented by software and hardware. This paper per-
forms a series of experiments to demonstrate the feasibility of the suggested solution.
Detailed statistical analysis and experiments show that WoT’s security and timing are
much superior to our scheme. The following paper is organized: Section 2 includes a
brief overview of information security. Traditional GOST algorithm and chaotic sys-
tem are presented in section 3 and section 4. The related work Information will be
presented on the proposed approach in Section 5. Sections 6, 7 presents the novel 5D
chaotic system construction adopted in this paper and the proposed methodology.
Section 8 describes the results and analysis. Section 9 ultimately offers a conclusion.

2 Information Security

InfoSec, a set of procedures to secure data from unauthorized alteration, is often re-
ferred to, both stored and transmitted from one device or physical location to another.
Since intelligence has become one of the most valuable assets in the 21st century,
efforts have become increasingly essential to preserve information security [8-10].
Information Security systems are designed around three goals, generally known as the
CIA — Confidentiality, Credibility, and Availability. Information security is at the
center of Information Assurance, which means that the CIA protects information and
guarantees that information is not compromised in any way when sensitive issues
occur [11-16]. Cryptography is a vital instrument for securing information that is
transmitted by computers. Cryptography is an imaginative transformation of data into
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an unreadable format such that it can only be interpreted and used by the intended
receiver. The art and science of cryptography is the defense against improper access
to sensitive or confidential information [17-20]. In general, therefore, cryptography is
all about shielding and safeguarding information from cybercriminals or someone
other than the intended recipient. Cryptography allows people to connect on the Inter-
net and safely share critical and confidential information. Cryptography also helps
individuals to use public and private media like the Internet, to shop and not be the
victims of criminals and sniffing by a password. This is done through the use of mod-
ern technological advances in computer science [21-26].

3 GOST Algorithm

GOST is a symmetric block cipher, it is the Russian norm of encryption. It was in
1989. It is the basis of most secure information systems in Russia. It has a simple
structure suitable for compact hardware implementations. It has been classified as one
of the cryptography block ciphers. Therefore, it is a target for the constrained envi-
ronments. It is a network of 32 round functions, add a 32-bit sub-key module 232,
bring the results through the S-box layer, and rotate the result left by 11 bits [27]. No
advancement in standard cryptoanalysis was already made in existing studies except
for a quick summary of the GOST design and the related key attack. The GOST
encryption method is a block cipher with a 256-bit key and a 64-bit block size. GOST
is designed as a 32 round Feistel network with a 32-bit round sub-key, as shown in
fig.1 [28].

64 — bits Plaintext

' 29 more rounds !

F b
St ‘"._LJ
[ | w |

64 — bits Ciphertext

Fig. 1. Traditional GOST algorithm [29].
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Table 1. Generation of Sub-Key in GOST [29]

Round R; R, R3 R4 Rs Rg R, Rg
Sub-key K1 K2 K3 K4 K5 K6 K7 K8
Round Ry Rio Ru R, Ris Ri4 Ris Ris
Sub-key K1 K2 K3 K4 K5 K6 K7 K8
Round R17 R1 R19 Rzo Rzl Rzz R23 R24
Sub-key K1 K2 K3 K4 K5 K6 K7 K8
Round Ras Ras Ra7 Ras Ra9 Rao Ra; R3;
Sub-key K8 K7 K6 K5 K4 K3 K2 K1

Key generation is simplistic; the 256-bit key is split into eight 32-bit sub-keys. The
algorithm has 32 rounds, so each subkey includes the following scheme at four rounds
[30].

The arrangement of the S-boxes shapes GOST stability. The structure of the S-
boxes has not been released for a long time. The input and output of S-box are 4-bit
numbers so that each S-box can be provided with a series of numbers from 0 to 15.
Then the sequence number will be input and output to the S-box [31].

The Key Sequence split 256-bit main into eight 32-bit words K0... K7, and then
using these key terms in the sequence KO, ... K7, KO, ... K7, KO0, ... K7, K7, K6, ...
KO.

The F-function is used in each round on the right side of the plaintext message, as
shown in fig.2. Converts plaintext with three operations:

o Data addition and module 232 subkey.
o Data replacement with secure S-boxes.
o Left cyclical shift by 11 positions.

The output of F-function is applied to the left part of plaintext modulo 2, then the
left and the right sides are adjusted to the next round. The general phase of the round
function can be described in the formal syntax as follows [32]:

Lefti+1 = Righti 1)
Righti+1 = Lefti @ (S (Ki + Righti mod 232) << 11) @)

Where @ denotes a bitwise exclusive OR and << a rotation to the left by a bit.
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Fig. 2. F-function round [32].

4 Chaotic System

The chaos that can occur with certain system values/parameters is among the po-
tential actions associated with the growth of a nonlinear physical system. Chaotic
systems are defined as flows from the point of view of differential equations and dif-
ferential equations are known as maps. Trajectory and orbit describe the creation of
these non-static structures. The direction is defined as the trajectory, followed by the
flow as time passes and the set of points travel over the map [33-34]. Chaos Theory
deals with processes that develop into a specific form of complex action in time. In
general, these processes usually adopt a variety of evolutionary principles and are thus
deterministic. Chaos is only present in such non-linear deterministic systems. It must
be stated. Explicitly, there is chaos when long-term and sustainable development
fulfils those mathematical requirements [35]. Non-linear maps of chaotic behavior are
chaotic maps. During the encryption method, chaotic maps generate pseudo-random
variations. Initial conditions and parameters are aligned in mixing and adaptation to
certain fundamental concepts of chaos theory. The most critical advantage of chaos is
that unlicensed consumers like noise receive a noisy signal. In addition, generating
chaotic values with simple iterations is also cheap and suitable for ciphers of blocks
[36].

4.1  Chaos-cryptographically partnership

Deterministic nonlinear dynamic systems that produce the deterministic pseudo-
randomness required in cryptography are implemented with chaotic systems. Fur-
thermore, non-linear dynamic systems are able to generate complex progressive pat-
terns. This gives chaotic systems the requisite algorithmic complexity [37]. The in-
trinsic characteristics of chaos specifically contribute to uncertainty and diffusion’s
cryptographic characteristics. It is evident, in answer to the properties, that the proper-
ties are directly linked to uncertainty, auto similarity, and topological mixing. Aperi-
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odic orbits, generating identical statistical patterns, give dynamics of the chaotic
attractor. Such designs may use substitution techniques to obscure simple signals [38].
On the other hand, diffusion is closely linked to chaotic systems sensitivity to starting
conditions and parameters of regulation. Diversion induces an avalanche effect in
order to generate a completely different output with a minimal variance of the cryp-
tosystems input. This behavior is generated by a chaotic system when the original
conditions or control parameters are modified slightly. The same avalanche effect is
created by using those variables as inputs to the algorithm cryptosystem. The relation-
ship between chaos and encryption is summarized in table 2 [39].

Table 2. Chaotic and cryptography relationships [39]

Chaotic characteristic Cryptographic property Description
Ergodicity, Mixing property Auto- . The output of the system seems similar
T Confusion -
similarity for any input.
Sensitivity to initial conditions and A small difference in the input produces

control parameters Diffusion a very different output

Deterministic Deterministic pseudo A deterministic procedure that produces
randomness pseudo randomness

Complexity Algorithmic complexity A simple algorithm that produces highly

complex outputs

5 Related Works

Many papers are talking about cryptographic and chaotic theory. In [40], to im-
prove communication protection, a chaos-based encryption approach with non-linear
equations is proposed. Methods of encryption are studied using the properties of three
separate chaos generators. Applications are rendered by logistical map, pinchers map,
sinus map, chaos generators generally referred to in the literature. In [41], this study
proposed to encrypt WSN’s message digester MD, a new encoding scheme known as
Chaotic Block Cipher (CBC). This approach uses a logistic map approach to construct
a set of chaotic values to get the encryption/decryption keys to a plaintext that mixes
them for cipher text. In [42], using the data, the 4D chaotic system, and three control
parameters, the proposed algorithm permutation matrix P is generated. Half of the
picture data is used for building P and three test parameters are defined. There are still
a lot of real chaotic sequences. In [43], the hyper-chaos has more than one exponent
of Lyapunov and complex dynamic features as well as one-dimensional chaos, it’s
investigated by the author, and it is safer than the safety algorithm chaos. Encryption
is performed in two stages in the proposed algorithm. Next, the picture is absolutely
mixed with a messy logistic map. Second, the gray values of the mixed image are
encoded using a hyper-chaos system. In [44], using the logistic map. The first small
permutation matrices are the chaotic logistic map sequence. The logistic map’s initial
value and small matrices are known as an algorithm. These small parameters are used
to construct a comprehensive parameter matrix. Then construct an image with a
plaintext with the entire matrix. To mask the image, use the permutation mask. The
suggested methodology provides adequate protection against numerical cryptanalysis.
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In [45], the author has suggested the encryption of a picture based on chaotic, non-
linear logistic map sequences. Encrypting and decrypting algorithms are designed
with a non-linear function, which produces a secret key using a single logistic map for
these functions. The combined non-linear and chaotic logistic functions have been
demonstrated to provide good statistical features on the reception of the cipher image
and image data. The proposed system is not, however, sufficiently sonic. It is also
demonstrated to be adaptive not only to initial condition x but also to the logistic
equation bifurcation parameter.

In [46], two distinct, non-invertible, two-dimensional, discrete-time cryptosystems
were proposed. Chaotic attractors, which are thought to be pseudo-random generators,
are some map paths, while the initial conditions are the main. They suggested using
non-invertible two-dimensional maps that show chaotic encryption dynamics. In [47],
the method of building the cipher algorithm that can use long keys and the variable
key length is specified. An efficient way to encrypt and decrypt data is through dis-
crete chaotic maps. A constructed algorithm was simple and provided fair security
and efficiency. In [48], proposed a secure system using the new 4D chaotic system in
combination with the Advanced Encryption Standard (AES) modified lightweight.
The proposed 4-dimensional (4D) chaos system Lyapunov was tested and passed for
several initial periods and a super chaos system (4 positive Lyapunov) was developed.
In lightweight AES and Secure Hash version 3 (SHA3-256), chaos keys created (used
from JORN) are used. In order to decrease CPU cycles and AES complexity, the
Lightweight AES was developed. Results indicate a decrease in the computation time
for the method proposed (up to 145 percent). The performance of the improved light-
weight AES encryption framework includes strong statistical tests that can prevent
several attacks similar to the original AES.

6 Novel 5D Chaotic System Construction

Chaotic is a unique non-linear, dynamic system; the chaotic 5D system has more
complex dynamic properties than the chaotic system of lower dimensions. A numeri-
cal indicator to determine if the system is chaotic is Lyapunov exponent. A positive
Lyapunov exponent implies more than one hyper-chaotic exponent of chaos and posi-
tive Lyapunov exponents. Our proposed new algorithm is based on the following
equations:

Xi+l=—r-xi+b-yi-ki—2.5"s"pi
Yitr =—qQ Yi—S Xi*zZitr Xi—U-Di
zi+l=2-zi-xi-yi-1.1-r-pi—q-ki
Kitl=r-xi+s-yi—u-ki

pi+l=b-((xi+ki)/zi )+r-yi
®)
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Where X, Y, z, k and p represent the system states, where b, r, s, u and q represent
positive constant parameters. When the value of b=0.001, r=0.7, s=0.5, u=1.9 and
g=0.2 and the initial state are xo=2.1, yo=0.5, zo=1.1, ko=1.1and po=0.1; the system
displays a chaotic behavior and the Lyapunov exponents are as follows: LE;=
0.04187490335084436, LE,= 0.056182990598499266, LEs= 4.541784300356545,
LE,= 0.04356762255380923 and LEs= 0.057322573098809185. Fig.3 show our cha-
otic attractors.
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a.  The behavior of the system at two-dimensional
view xy, xz, XK, yz, yk and zk.

b.  The behavior of the system at three-dimensional view xyz

Fig. 3. (a, b) Chaotic system behavior.

7 Proposed Approach Methodology

The main idea of the proposed approach is to use the GOST algorithm and the nov-
el 5d chaotic system by combing the strengths of each other. The GOST algorithm
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key schedule will not be used; the 5d chaotic keys will be used as the GOST algo-
rithm keys to control the weak point in the GOST algorithm. Initially, sensing data
(Plaintext) collection from sensors connected to a web of things (WoT) system. In this
work, the proposed system was checked by five sensors. These sensors are powered
by Raspberry Pi 3 type B. The data of each sensor is obtained and aggregated during
slice times. 64-bit data blocks are reached and transformed to 64-bit encrypted data
blocks by a 256-bit key generated from 5d chaotic system. In every round as showing
in fig.4, right-hand side of plaintext is handled by F-fun, that converting messages to
three cryptographic processes: Data addition and sub-key module 232, data substitu-
tion using Shoxes, and the left-cyclical-shift to 11-positions. The output of F-fun is
added to the plaintext in modulo 2 at the left side; then the next round is swapped to
the right and left sides. There are 32 rounds in the algorithm. The right and left sec-
tions are not changed during the last encryption round. GOST uses eight S-boxes,
converting 4bit input into a 4bit output. GOST does not have standardized Shoxes,
and any values can be used, unlike most encryption algorithms. The secret key (gen-
erated by 5d chaotic) is 256bit and is given as an eight-word sequence: (K1 to Ks).
Every 32-bit word is added in any encryption round as a round subkey. The following
principle is applied when the round subkey is determined: the order at 1-round 24 is
simple (Ki-Kg). The order is reversed at 25-round32 (Ks-Ky1). Due to the high ran-
domness of the chaotic key, there is good encryption of robustness. Deciphering is the
same method of encrypted, but the 5d chaotic system’s reverse key.

Plaintext ‘

<€

%9— <<< 11 —[ s-box —HF—
Parameters

>< L]
F ky €—————
Xjs1==T-Xj*b-yj-ki=25-5-p;
P <<t —[sbox |—H— Yis1 == ¥i=S-Xi-Zi*r-xi-u-pj

Zjs1=2-2i- X yi=11-r-pi-q-ki

Kis1=r-xj*+s-yj-u-kj
>< Piat =B (xi+Ki) 2+ 1oy

29 more rounds

b cm T 1

7 s

5D Chaotic System

i Ro
N

Ciphertext ‘

Fig. 4. Block diagram of the proposed approach.
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8 Experimental Results and Statistical Analysis

Many tests are conducted using the proposed approach to encrypt/decrypt sensing
data by using the characteristics of GOST block cipher and chaotic system, ensuring
that the software and hardware encryption and decryption scheme is fast and easy to
implement for resource-controlled devices such as smart devices and wireless nodes.
This work examines the possibility of mixing a block cipher (GOST) and a chaotic
system to produce a strong chaotic-cryptographic. It involves a specific plan to com-
bine GOST 256-bit and chaotic random keys, that is significantly quicker than the
standard GOST and possibly more reliable. The encryption process needs 64-bit or
16-hex data or eight characters input plaintext data through 32 iteration stages
(rounds), while the deciphering process involves the reverse of the ciphering process.
The energy consumption can be reduced, and the system’s encryption speed is higher.
Our proposal is for high-security low-cost devices since it is resistant to most of the
cryptanalytical attacks common to block chips and chaotic systems. The National
Institute of Standards and Technology (NIST) designed a set of fifteen tests to evalu-
ate and quantify the randomness of binary sequences produced by either software or
hardware-based random or pseudo-random number generators for cryptographic ap-
plications. The NIST has adopted two approaches: the examination of the proportion
of sequences that pass a statistical test and the distribution of P-values to check for
uniformity. The system proposed provides adequate safety and reliability, according
to a table 3.

Table 3. NIST Fifteen Statistical Tests

Test P - Value
Monobit 0.500110
Frequency 0.498078
Runs 0.487880
Longest Run 0.504698
Binary Matrix Rank 0.477522
DFT 0.451004
Non Overlapping Template Matching 0.679095
Overlapping Template Matching 0.990653
Maurer’s Universal 0.311035
Linear Complexity 0.500672
Serial 0.495460
/Approximate Entropy 0.520565
Cumulative Sums 0.418182
Random Excursion 0.549397
Random Excursion Variant 0.501425

Table 4 illustrates the encryption and decryption processes, as well as execution
time of traditional GOST algorithm. While, table 5 illustrate the encryption and de-
cryption processes, as well as execution time of proposed approach.
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Table 4. Traditional GOST encryption and decryption processes

Plain Text Temperature ECG Heart beat
Encrypted Text 152355312¢167321321423110072213404211230df9293e6fe40
Encryption Time 0.0001 in second
Decrypted Text Temperature ECG Heart beat
Decryption Time 0.0009 in second

Table 5. Proposed approach encryption and decryption processes

Plain Text Temperature ECG Heart beat
Encrypted Text 54656d706572617475726520454347204865e3003221¢33f1c01
Encryption Time 0.0269 in second
Decrypted Text Temperature ECG Heart beat
Decryption Time 0.0279 in second

A different statistical measure can be used to evaluate the proposed approach.
These are hamming distance and entropy measures. Hamming distance is the differ-
ence measurement between plain text and cipher text, is measured at a bit level so we
transform the strings into a byte array, convert each byte to the bits, and then count
the number of differences. The randomness produced by the proposed approach, as
shown in table 6, is more accurate than the randomness produced by the traditional
GOST and this prefers the proposal.

Table 6. Hamming distance

Hamming distance Traditional GOST Proposed Approach
0.2692 0.2884

Entropy must be given by the cipher to be injected into the plain text of a message
in order to neutralize the amount of structure that is present in the unsecured plain text
message. How this is calculated depends on the cipher. According to table 7, entropy
of the proposed approach is greater (secure) and better than traditional GOST.

Table 7. Entropy

Entropy Traditional GOST Proposed Approach
3.3669 3.4298

The power of cryptography lies in the choosing of keys, which are secret parame-
ters used in encryption. An intruder should not be able to guess the key. Chaotic sys-
tems are highly adaptive and the best characteristics of the system’s initial conditions
and parameters. Being sensitive implies that the chaotic system’s every point is ap-
proximated arbitrarily by other points with considerably different potential directions
or paths. Thus, an arbitrarily small shift or disruption in the current path will lead to
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dramatically different future behavior. The best randomness chaotic keys of proposed
approach is generated at x0=2.1, y0=0.5, z0=1.1, k0=1.1and p0=0.1, as shown below:

157¢238221222242178c26d2241121891e46d5F25462092136621981a83216510e61d9acB681a3014081704268187cebb2
513bed7138d123Ff3el2eb99167bbfald25f2d133425cd4591aca7102571d06197426Fd10781cabeldlfb215814e820da
5086cfleel118da835029bc19d11362221216212b3b26ccc67b20cb14cB42626a287124711aFd154014a13722088176b270
cedfbbf81c5e287549412¢ce204b11al1cB5fa324c8cdc871cfb9841ab71fcblle521b8ladd1848at5206f18ale321bc71c
2172bdaB1+186753325bF1883759aF473811152512176724571fFF9c3959F4a185826a5F8712611425FF11962281c180842
218be8c763522fb21531b13624166e1308f1F12265739b24ca23210a415e920920173d1b6d134b23b910753e816b420eale
86815b310d823c41196dallf@alec?1ffblOboflceff224F2fb12921bc7d551a7618131620b7d1ac765211d4125243d1160
aeacf23lebldbblaZeld5310d41e2613a8110al18ecd2cbaf8a225F1576b7824082312167812e12653e8214336F115c63F20b
2@525b76f466b1b1d20f61aa241521771e32169a6357c99192e22b3d51261018e320blee5186b8971c477b5be765237aab
3e1717a6265117b213d4bd220545715aF4a2219+24a2cc3137b114c18501feelbldbd221b5119F14607 2260518585026
b89bbl@d8248618e28c522592273a79bcd13d11F93h29297@2F21232F936722@bb11F1F1£14bcdﬁcd421522194518cc678
59117a8136F384193F88e2327428bdd13e1960a3611bb15e5212111951aaf11c7217832b18dd6313FF7dblbfe8cdladceb
7121d8bb9956b%e@1bb11541777369114c10b18901958178110bddc838b111617ec7ef28f429525a354e1db1248a5Fd8cS5
cfB169710a81bfadcbl106622d4884163e227e8013111a3918d321361813db42056221a148e6e8121bla7dced3+32eblfas
54bed552519c97822082a10felb7212eb9d252c12a3874983259d12e5148d1b9b24c51cc187b178181albb%accldallc4bl
314bf7526a41cd5243d1e55e0204119541d651c21011b69186d24F6c926891F3a22914181753184e4b3179F1212215e1d2

Any changing in values of initial state that will be giving different keys don’t get

the required randomness, as example lets changing one of the initial condition like Xo
to 0.5 and y0=0.500001, the keys that generated is shown below:

7121d8bb9958b9e01bb11541777369114c18b18901958170118bddc838b111617ec7ef28+429525a354e1db1248a5FdBcS
cf@169710a81bfadcbl106622d4804163e227e801311123918d321361813db4205622Fal48e6e8121bla’dced3f32eblfas
54bed552519c978a208al@felb7212eb9d252c12a3874983259d12e5148d1b%b24c51cc187b178181al6b%accldarlcdsl
314bf7526a41cd5243d1e55e8204119541d651c21811b69186d2416c9e68911322a914181753104e4b3179F121a215e1d2
6f116e8b@31d671658176e173517ebl@d11020226a18c5ecl3cb204bda2fcle2fldedle3325b3144F6c111bcad2lcfllde
12484d0104823dd1c@920a32312292bb313f5a1523412cbbe847alcallasd266524b8148dalat49189283f1b862@552abb
cbl68f6b214471fe3edl73adae3022273110e264b22feblblfe@lcb6ld3c284clddc2183237923a8656238478bd7130c23
6b611151ba71@812270d1b246a41cbca8d13c78c9314ca7b7313d316956ec144725a5791d5b12b2d1a5e211flcff26eclfl
e5416a817b2230832391b3812101F071482821a720082242d9d674192973c219a20a0146624217061d4512132394a81a215
26c412d81a2848d23151bel461F9415d813eflc7389c9%a24aal5d626cdbT68bE9T2168229ale7a145613cd24771c2722¢
11d2893118F2543199b1ad@2006e9812711930816859c228ab91126b14291Fa4261710941dcB535283118d217023a322F
e22d@70blal8ce326238b01c82eb825bald/76fd756a29264elleclelflo38c2eechled55c22abla9665711F7234d63023
dc71148bbf22411189824e75dbf@1b8alab310d11+7418fd171b13f21efbl32bl54al7a83f81lef804elald2all77874250
1fcflef5leda5t8c@b211242d1a6212010d41953c9c12901bc511a3174625e7741516119922cb2177115d1975dfd14a525
bb628bc25bal222221125e3bd44717712202210aeadlce@266219c9cef213498172ea291069cf16931332121842c812232
3f2baldall28@l42a24a3188elc3210ae23544a31b2b201b20777df1ab4ad42981b01102617bccebl21687155623032321

< >

9 Conclusion

Speed and a reliable cryptography system for applications are usually very desira-
ble. In this paper, the WoT encryption/decryption efficient algorithm is implemented
according to GOST and novel 5D chaotic systems, and the results achieved following
the implementation of the proposed algorithm shown in fig.4 illustrating the chaotic-
cryptographic existence of the proposed method and showing chaotic behavior. The
limitation of the GOST algorithm is simple key scheduling so that, in some cases, it is
the weak point of the cryptanalysis process as related-key cryptanalysis. Even so, it is
solved by the proposed approach by moving the GOST keys to the chaotic system has
the perfect mixture and greater security of robustness. Its need for 225 probable keys
to breaking keys that are not to be used for brute force attack due to its awkward
procedure in this case. NIST fifteen statistical tests and statistical analysis (hamming
distance and entropy) have already successfully exceeded the randomness of the
proposed approach. The proposed 5-dimension (5D) chaotic system was tested and
pass and get a super chaotic system (5 positive Lyapunov).
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