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Abstract—This study examines the communicative efficiency of anti-crisis information management strate-
gies in the context of the global pandemic and accelerated digitalization; it also explores the transformations
of the information power subsystem that reacts to the spread of COVID-19. It was revealed that the commu-
nicative efficiency of anti-crisis information management is determined by the ability of management systems
to develop and implement a proactive strategy in a short time. The theoretical foundations of the analysis of
communicative efficiency in the context of a “pandemic–economic” dilemma are proposed, possible infor-
mation strategies of public authorities in a pandemic are structured, and their comparative efficiency in anti-
crisis management is revealed.
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INTRODUCTION

The spread of the second wave of coronavirus
infection, which “destroyed one of the main unities of
modern society, that is, the unity of wealth, health,
comfort, enlightenment, and security” [1], exacer-
bated the problem of information reactions [2] and
information management technologies. Today, a dif-
ferent level of coordination of communication net-
works is needed, focusing on the impact of pandemic
“flows” across borders on endogenous social struc-
tures; according to J. Urry, “They modify society at
the material level” [3, p. 10].

The pandemic that limited physical movement cre-
ates social distance, exacerbates the problem of social
exclusion [4, p. 168], and strengthens the information
connotations of the epidemic of fear and suspicion,
when everyday communication and political actions,
which were previously seen as a source of stability and
security, are transformed into a source of threats and
dangers [5].

In these conditions of “immeasurable uncertainty”
[6], a sharp change in the usual way of life of people,
social distancing, and forced digitalization of produc-
tion and services to the information management sys-
tem of political and administrative decisions, funda-
mentally new requirements are imposed on the effi-
ciency of information flows, and the launching of

information waves is possible only with the use of fun-
damentally new technologies for managing communi-
cation processes.

In discussions about the consequences of the “viral
revolution,” experts believe that it is no coincidence
that they emphasize that the study of crisis manage-
ment communications in the context of risks and
extreme events that destroy modern society is a mine-
field of false starts, conceptual confusion, and practi-
cal difficulties [7].

Thus, the first task of this study is to analyze the
communicative effectiveness of information manage-
ment of the state in the context of a global pandemic.

Our second task is to reveal the content of the
transformation of the information subsystem of power
in a pandemic and to reconstruct the information
agenda of public policy and the main elements of a
proactive strategy for anti-crisis management of infor-
mation flows.

COVID INFORMATION MANAGEMENT
AS THE CREATION OF MEANING

IN CRISIS SITUATIONS
The second wave of the pandemic is distinguished

by the polarization of the information rhetoric of
“covid-beneficiaries” and protesters against covid
measures; society appears to be more disoriented in
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the face of a real one-step change in lifestyle with no
alternative. It should be noted that the choice of infor-
mation strategies and tactics during a pandemic
depends not only on the capabilities of national health
systems, the readiness of the population for self-
restraint and responsibility, and the political cycle [8],
but also on the characteristics of the structuring and
institutionalizing of the system of managing the reac-
tions of the population to COVID measures, that is,
the volumes, direction, and trends of consumption of
covid information, i.e., based on the theory of
R.S. Gilyarevsky and his scientific school, the mean-
ing “that a person ascribes to data on the basis of rules
known to him for presenting facts, ideas, messages in
them” [9, p. 9].

V. Vakhstein, in considering the dominant political
narratives of constructing the image of external and
internal threats in a pandemic and the changed dispo-
sition of fears, identifies two main factors in the per-
ception of the epidemic: “does it lead to the strength-
ening of social ties and the formation of a “community
of fate” or, on the contrary, to disintegration and
decomposition of social aggregates” [10].

Focus groups conducted in the framework of the
VTsIOM study “The level of anxiety and fears of Rus-
sians” show that “the fear of the disease itself has
receded into the background. People received infor-
mation about the disease and realized that if they even
get sick, the chance of recovery is quite high. Instead
of this fear, other feelings of anxiety appeared, first of
all, inactivity. Everyone proceeds from the assumption
that they will not receive assistance from the authori-
ties, or it will be very difficult to receive it” [11].

Pessimistic expectations of the future after the pan-
demic are shared by 25% of Russians; fears of a serious
economic downturn, 63%; fear that one’s family will
have nothing to live on, 54%; and the expectation that
they will have to change their usual way of life for a
long time, 44% [12]. Sociologists find that only 19% of
respondents consider the official information about
the coronavirus to be reliable, 27% believe that the real
number of cases and the complexity of the situation
are underestimated, and 37% do not trust official
sources, believing that the situation is greatly aggra-
vated and seems worse than it is [13].

Thus, today we obviously feel the lack of informa-
tion and communication components of the strategy
implemented by the state in the fight against coronavi-
rus infection. No matter how long the pandemic lasts,
the state should strengthen the two main components
of its political course: communication and coordina-
tion (management of covid content and its perception,
the format of transmission and reception, channels
and sources), since “in fact, we are talking about man-
aging the degree of freedom of access of an individual
to information, on the creation of such a framework
(rules and customs) in the information space, under
which the user, rather than not being able, will not
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want to use all his information capabilities” [14,
p. 375].

Researchers emphasize that in the context of a pan-
demic, there was not a medical, but an ethical reas-
sessment of the very concept of the acceptability of
losses from epidemic diseases, since no government
can accept large-scale human losses if citizens believe
that they could be prevented [15].

Specialists in anti-crisis political management call
this “meaning creation” when communication strate-
gies are aimed at reducing the social and political
uncertainty caused by crises [16].

The COVID-19 pandemic has become a trigger for
dynamic digitalization, provoking revision of the digi-
tal agenda and providing a fundamentally new nature
of the media environment and innovative forms of
communication, including platforms for self-diagno-
sis, as well as contact tracing, monitoring, and regis-
tration of patient health status [17]. Some experts even
emphasize the critical importance in the future of
“digital biopolitics” with “health scanning” or “dem-
ocratic biopolitics” technologies based on the self-
control and self-discipline of people who are able and
ready to change their lifestyle and to sacrifice a signif-
icant part of their everyday habits, freedoms, and
rights for the sake of public and their own safety [18].

Among the main challenges of accelerating digital
transformation in a pandemic, we will note the deep-
ening of the digital divide, both professionally and
geographically. So-called white collar workers and
high-income people have a huge advantage here.
According to the US Bureau of Statistics, of the 25%
wealthiest Americans, more than 60% can work
remotely online, while only 9% of the least wealthy
can do so. The same indicators have a clear geographic
projection. Thus, in the cities of Britain that are
located in the southeast of the country, where finance
and consulting are mainly concentrated, there are
twice as many residents who have the ability and com-
petence to work remotely than in the cities of the
industrial north [19].

It should be noted that the interest of researchers in
studying the problem of the impact of communica-
tions on the prevention and fight against the threats of
a global pandemic is by no means new. Thus, Ethan
Zuckerman noted the significant achievements of dig-
italization and the formation of global communication
networks, which made it possible to radically reduce
the consequences of the spread of SARS: “The ability
of doctors around the world to constantly be in touch
and share information online has made networks, such
as the World Public Health Information Network, the
main line in the fight against disease, by scanning the
event horizon, revealing threats and new opportunities
and offering solutions right there” [20, p. 19–22].

However, 7 years later, his optimism about infor-
mation systems for global warning was not confirmed,
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but turned out to be disastrously inadequate from the
standpoint of security and real risk assessment.

We see a fundamentally different nature of the
COVID-19 viral infection, which turns out to be much
stronger in terms of the ability of the virus to transmit
from person to person and the often asymptomatic
course of the disease, which complicates the timely
detection of cases and the course of the pandemic.
However, the rethinking of the role of information
structures and services in the fight against a pandemic,
national communication strategies from the stand-
point of assessing the effectiveness of anti-epidemio-
logical policy is more significant in the aspect of this
topic.

THE COMMUNICATIVE EFFICIENCY
OF INFORMATION MANAGEMENT

IN A PANDEMIC CRISIS
Along with the ability to organize a system of emer-

gency medical care, the communicative effectiveness
of government has come to the fore during the current
pandemic. In this regard, it seems relevant to use the
concept of “communicative efficiency,” including that
in relation to information management, in the under-
standing of which we rely on the recognized research
of R.S. Gilyarevsky [21, 22].

In crisis situations, the communicative efficiency
of information management is determined by the abil-
ity of management systems to develop and implement
a proactive strategy in an extremely short time.

In this study, communicative efficiency is under-
stood as the resultant minimization of the entire range
of transaction costs that arise in the process of crisis
management.

In this sense, we are moving away from the tradi-
tional narrow understanding of communicative effi-
ciency, interpreted as the degree and characteristics of
the impact of a message on a respondent. This
approach is now common in marketing and advertis-
ing, but it seems insufficient, due to the subjectivity of
evaluating the effects that are not included in the anal-
ysis of the feedback system.

The most general classification of transaction costs
can be presented as follows:

(1) information costs spent on searching for infor-
mation about the counterparty to the transaction,
about the general situation in the market, about the
total losses associated with the incompleteness, and
imperfection of the information that is received;

(2) costs of assessment and measurement, which
include the costs necessary for exchanges and con-
cluding transactions (contracts), that is, assessing the
quality of services–goods and logistics costs;

(3) the costs of negotiating, including negotiating
costs on the terms of exchange, the choice of forms of
transaction;
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(4) costs for external control of ensuring the terms
of the transaction and insurance of risks;

(5) costs of specification and protection of property
rights (maintenance of courts, arbitration);

(6) expenses for defense against claims of third par-
ties;

(7) image costs associated with possible loss of con-
fidence of counterparties or third parties [23].

Information costs are perhaps the most common
and varied type of transaction costs in this case. Lack
of information about the virus itself, the extent of its
spread and the rate of infection, and about possible
(effective) methods of struggling with it, as well as the
potential actions of counterparties, gave rise to the
impossibility of developing a coordinated (at the
global level) security strategy and many, sometimes
diametrically opposite (as, for example, in France and
Sweden), national strategies to combat coronavirus
infection.

The costs of assessment and measurement are cer-
tainly associated in this case with the first type of costs
and could be defined as a subtype of information.
These costs depend primarily on the lack–absence, or
potential manipulation of statistical data. This
includes all kinds of data: from the number of cases–
deaths and the accuracy of their diagnoses, to the
availability of ventilators and the number of beds in
hospitals. At all levels of government (from global to
municipal) costs of this kind are significant and the
results of such an assessment directly influence deci-
sions on the allocation of additional resources, or on
the international exchange of them.

Another component of the cost assessment prob-
lem is finding the optimal volumes and targeting the
provision of state support for the economy, which
requires even more significant costs for analyzing the
situation and is directly related to another type of
transaction cost: image losses.

The costs of negotiating a pandemic emergency
tend to be less significant due to the predominantly
authoritarian decision-making style, while the costs of
external control, securing the terms of the transaction
and insurance of risks, have increased by many times.
In fact, this can include all the total costs of monitor-
ing the execution of interim measures of a quarantine.
Moreover, the bulk of the costs are created by citizens
and businesses who violate the rules of conduct pre-
scribed by the state in special conditions. This reveals
a large subject field for further research on the impact
on the total transaction costs of the level of trust in the
counterparty (the state) and its combination with
incentive–deterrent measures taken by the state.
These measures, from the point of view of the effec-
tiveness of influencing the behavior of citizens, also
deserve the most careful research interest.

The costs of specification and protection of prop-
erty rights are not yet as clearly manifested during the
exacerbation of the pandemic, but obviously they will
FORMATION PROCESSING  Vol. 48  No. 1  2021
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be significant and varied in the post-quarantine period
of economic recovery and also require separate study.

The costs of claims from third parties can be inter-
preted quite broadly in our case. Internationally, this
may be, for example, claims against China as a source
of infection. Thus far, they are rather latent, but can
always be clothed in specific economic and military–
political sanctions. As well, this may include claims
against other states regarding the quality of humani-
tarian aid (the case of Italy and Russia or Russia and
the United States). At the local level, such costs may
include legal costs for fines for self-isolation violations
or other administrative violations related to the pan-
demic.

The costs associated with information and image
losses are difficult to measure and primarily affect the
political and social capital of counterparties. However,
their importance in the structure of aggregate transac-
tion costs can be of decisive importance for political
power, since the level of trust and the degree of legiti-
macy of the latter are associated with them. If both are
at a low level, no information strategies and solutions,
even those that are the most effective in theory, will be
implemented.

INFORMATION AND COMMUNICATION 
STRATEGIES OF THE STATE IN THE 

CONDITIONS OF THE PANDEMIC
Let us analyze the possible information and com-

munication strategies of state authorities and their
comparative effectiveness in the context of the spread
of the coronavirus, which “not only exacerbated exist-
ing social and political contradictions by many times,
but also generated new ones” [24].

In a situation of high uncertainty and growing risks
building an information agenda can proceed from two
main strategies:

(1) responsive, which consists in regular official
comments on what is happening and decisions taken
after the fact, as a rule, lagging behind the current
agenda;

(2) pro-active: partly predictive, partly artificially
shaping the future political agenda for the scenario
necessary for the governing system.

The first strategy dominated the first stage of the
fight against COVID-19 in most countries affected by
the pandemic, while the effectiveness of its implemen-
tation in an unstable and poorly predictable environ-
ment turned out to be questionable, to put it mildly,
since decisions lagged behind the development of the
situation and the uncertainty resulting from their
implementation did not decrease at all.

The second strategy is much more difficult to
develop and implement, since it requires a multifacto-
rial analysis of the situation, is based on the prerequi-
sites of a synergetic approach based on a complex
mathematical analysis of possible trajectories for the
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development of the situation and, most importantly,
assumes a strong political will to implement the strat-
egy in the direction necessary for political managers.
At the same time, the risks of mismatching the trajec-
tory of self-development of a complex social system
and the model postulated by managers increase sig-
nificantly, which can lead to separation of the embod-
ied scenario from reality and inevitable losses of effi-
ciency, or to a complete failure of the political course.

Let us dwell in more detail on the second compo-
nent of a pro-active strategy, that is, the formation of
an agenda for a simulated scenario of the situation
development. Of course, we are not talking here about
artificially imposing a certain development plan on the
social system, which would contradict the basic prin-
ciples of the synergetic approach.

The formation of the future agenda and its achieve-
ment are considered in this case in line with the meth-
odology of future craft (constructing the future), pro-
posed by Carlo Ratti and Matthew Caldel. Its essence
lies in proposing future scenarios and analyzing the
consequences, difficulties, and risks that arise from
them: “… we assume an extrapolation from modern
conditions and place ourselves, as designers, in a ficti-
tious but possible future context with the intention of
realizing or not allowing this option of the future
through public comment … futurecraft does not fix the
present (an huge task) and does not predict the future
(a frustrating and futile exercise), but influences it in a
positive way. The designer does not introduce his ideas
into the world … Due to the fact that the idea was for-
mulated, it will inevitably have some kind of influ-
ence” [25, p. 12–14].

Thus, various scenarios of the future are publicly
tested in modern conditions. This methodology is
largely based on the principles of the “general science
of advanced design” developed by the American
researcher Buckminster Fuller. It “consists in solving
problems by introducing new artifacts into the envi-
ronment, whose presence will cause their spontaneous
use by people and thus at the same time they will aban-
don their previous problem-generating practices of
behavior and tools” [26, p. 8].

It should be noted that a new technology or “arti-
fact” (as which the COVID-19 virus may be consid-
ered, regardless of whether it actually has an artificial
or natural origin) is artificially embedded in the exist-
ing environment and the manner in which it can reor-
ganize or transform it is analyzed. Information strate-
gies for the behavior of the management system are
developed for these model situations.

In contrast to the 1950s, we now have sufficient
tools for the full implementation of such a design and
planning methodology. Such an opportunity is pro-
vided by artificial intelligence technologies and Big
Data, even at the present stage of their development.

Political and managerial strategies in unstable con-
ditions that are acquired by expert networks based on
SSING  Vol. 48  No. 1  2021
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crowdsourcing technologies are of particular impor-
tance for designing information. Crowd platforms
allow one not only to unite thousands of experts online
and track tens and hundreds of thousands of propos-
als, but also to automatically build and test predictive
scenarios of events. It is characteristic that during the
exacerbation of the pandemic, public expert networks
quickly organized themselves within the framework of
various Internet services, bringing together doctors,
translators, analysts, and other specialists to organize
accelerated information exchange between states, as
well as medical and research institutions, around the
world. However, if such technologies have been used
to support political decisions, it has been extremely
weak.

It is necessary to record that in most countries a
reactive rather than pro-active strategy was imple-
mented, with various nuances.

The pro-active strategy can be attributed to the
anti-epidemiological policy of Sweden, defined as the
“voluntary policy” or “policy of the controlled spread
of the virus.” The avoidance of quarantine measures
proposed by the chief epidemiologist of Sweden,
Anders Tegnell, was based, first of all, on the con-
sciousness of citizens and certain features of the Scan-
dinavian mentality (higher discipline, intergenera-
tional communications that are weak in comparison
with other European states, and small family size).
However, unlike China, which also relied on citizens
to consciously comply with prescribed rules and regu-
lations, even those that are uncomfortable and
unpleasant, Sweden did not impose restrictive mea-
sures on the vast majority of the population, which
ultimately determined the extremely difficult epidemi-
ological situation in the country against the back-
ground of other states of the Old World.

Thus, the anti-epidemiological strategy of the
Swedish authorities cannot be classified as an ideal
model, while it represents an attempt to redefine the
anti-epidemiological agenda, which deserves theoret-
ical and practical attention, taking a comprehensive
forecast of the development of a pandemic into
account, whose effectiveness can be objectively
assessed only over time.

Here, the theoretical premise of A.V. Mozgovoy
and V.A. Komarova about the possibility of a produc-
tive resolution of the crisis “only through the communi-
cation of subjects in order to find a zone of socially
acceptable risk that is acceptable for the main social
actors: producers, consumers of risks, authorities imple-
menting management decisions” is relevant [27].

It is also important that in the context of the spread
of anti-scientific information and irrational mythical
threats and fears, there has been a change in the mech-
anisms of legitimation of public policy, when its for-
mation on the basis of evidence replaces normative
orientations [28].
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There are three main strategies for countering the
spread of rumors and deliberately false information:

(1) formal regulatory, based on a repressive apparatus;
(2) preventive, relying on the control of the content

of the content by the Internet platforms and providers
themselves;

(3) mixed, assuming a combination of both strate-
gies.

The first strategy is being implemented in its purest
form in China. A law that introduced criminal penal-
ties for the spread of fake news was adopted there in
2015; by the time the epidemic began, China had
already managed to accumulate a fairly rich law
enforcement practice. The severity of the punishment
(up to 7 years in prison) is combined here with the
statutory system of actions by Internet providers in
relation to the dissemination of false information,
which involves mandatory blocking of content, fixing
violations, and notifying law enforcement agencies.

The Russian Federation also followed the Chinese
path, including two new articles in the criminal code:
“Public dissemination of deliberately false informa-
tion about issues that pose a threat to the life and safety
of citizens” and “Public dissemination of deliberately
false publicly significant information that entails grave
consequences” (both articles were introduced by Fed-
eral Law No. 100 of April 1, 2020), as well as in the
Administrative Code of the Russian Federation: the
article “Abuse of the freedom of mass information.”

In Russia, the maximum term of imprisonment for
the dissemination of false information that results in a
fatal outcome is 5 years; however, the law enforcement
practice under these articles is still quite controversial,
since there are clear criteria for determining the poten-
tial danger and degree of falsity of information (for
example, in the Code of Administrative Offenses the
term is “Inaccurate information,” while the Criminal
Code speaks of “knowingly false”) are still absent and,
apparently, should be determined arbitrarily in each
situation.

Nevertheless, one cannot fail to note that the sever-
ity of the punishment provided by the formal regula-
tory strategy may have the necessary deterrent effect
that stops some potential distributors of fake informa-
tion, while it also entails inevitably high transaction
costs. These are, first of all, the costs of external con-
trol and insurance of risks that go to the maintenance
of regulatory authorities, the costs of assessment and
measurement associated with tracking and determin-
ing the falsity of the disseminated information, as well
as the degree of its potential harm, the costs of protect-
ing against claims of third parties, in case of they file
claims for illegal decisions and, finally, image costs,
which, first of all, are associated with frequent accusa-
tions of the authorities in attempts to restrict freedom
of speech and abuse of administrative resources.

It is also important that the preventive strategy does
not imply repressive measures on the part of the state
FORMATION PROCESSING  Vol. 48  No. 1  2021
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in relation to sources of fake news, but the introduc-
tion of “fact-checking” technologies, marking infor-
mation messages, as well as blocking violating users
and removing their content. The use of these technol-
ogies is based primarily not on laws, but on agreements
with users and rules for communicating in social net-
works; the key agents of this strategy are not govern-
ment authorities, but large social networks and Inter-
net platforms that voluntarily take on this function.

Obviously, such a strategy leads to significant sav-
ings on the part of the state in almost all transaction
costs we mentioned, with the exception of the costs of
negotiation and the cost of defense against third-party
claims. This strategy is typical today for the United
States, Great Britain, and Canada.

A mixed strategy is to supplement the verification
and labeling of information by major Internet plat-
forms and providers with legislation that regulates the
dissemination of false information. It is assumed that
the actions of large Internet players may be temporary
or optional, requiring regulatory measures from the
state. This approach is typical for many European
countries, in particular Germany and France, where
the relevant laws have been adopted: Law On Net-
working Practice (2017) and Against Fake News
(2018). These laws do not involve criminal punish-
ment for individual citizens and are primarily associ-
ated with the regulation of the activities of foreign
media on the territory of countries. Evaluation of
communicative efficiency in the case of such a strategy
is rather difficult, since it involves more significant
transaction costs than in the case of a preventive strat-
egy. However, most often they are of an indirect
nature, which makes it difficult to measure their total
volume.

CONCLUSIONS
Our research has shown that the criteria and prin-

ciples of ensuring the communicative effectiveness of
public authorities under conditions of covidization
have been little studied by modern science: the prob-
lem of making decisions in conditions of “immeasur-
able uncertainty,” a sharp change in the usual behavior
and lifestyle, and “social distance” as a new form that
creates political solidarity.

The key problematic point is the communicative
efficiency of digital technologies in the public power
system in the face of growing transaction costs in the
political market in a situation of “pandemic–eco-
nomic” dilemmas (directing the maximum resources
to the health care system or maintaining aggregate
supply in the face of falling incomes, the choice
between reducing mortality due to sharp restrictions
and the preservation of economic activity, “strong
government,” and polycentric decision making).

It can be argued that the communicative effective-
ness of various forms of management strategies at all
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levels of public authority in the face of “external
shocks” is included in the pool of conditions for over-
coming the epidemic. Further research tasks in this
problem field may consist, in particular, in the devel-
opment of criteria for the communicative effectiveness
of anti-crisis political management at the national and
local levels.
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